IAS PARSE Tool.

Overview:


IAS logs the authentication and accounting information that it receives in   a log file. This log file can be two formats 

· IAS Format.

In the Windows NT 4 version of IAS, the log was formatted using a method by which attributes were logged as attribute-value pairs. This formattting is supported in IAS in Windows 2000, and the logs that use this format are referred to as IAS-formatted log files.

· ODBC Compatible Format.

The ODBC-compatible format for log files is available starting in Windows 2000. Unlike the IAS-formatted log files, the ODBC-compatible log files present the data in a standard sequence and using a structure that is identical, regardless of the network access server (NAS) sending the data. This consistent sequence and structure helps simplify accounting and authentication record-keeping. Data can be easily exported to an ODBC data base, which supports filtering and analysis by a variety of third-party programs.

The user can choose the format from the UI. This format can also be changed dynamically. This can cause the log file to have intermixed records of both formats.

Thus there is a need for a tool  which can understand the format of the records logged into the log file dynamically. Parse it and produce an output that’ll help the user in understanding the information logged into the file.

IAS uses the information in the file %windir%\system32\ias\dnary.mdb to find out the ODBC log sequence and also whether to log a particular attribute while logging in IAS format.  The tool also reads the information from the same file before parsing the log file.

Hence hard coding these values inside the tool was eliminated.

IAS can also produce the output to a pipe instead of a file. Iasparse tool uses this feature to read the input  from the pipe and produce the output to the screen directly. This’ll cause the tool to dynamically produce the parsed output.  This feature can be enabled by choosing the ‘-p’ option. For this functionality to work, the user must configure the IAS to ouput to a pipe. This can be done by setting the Log file directory  from the IAS snap-in to \\.\pipe. 

USAGE: iasparse [-f:filename] [-v] [-c] [-?]

-f:filename  
 Parses the file 'filename'

               
By default iasparse parses the file %windir%\system32\logfiles\iaslog.log

-p             Gives output to screen directly. Set the log file directory to \\.\pipe

-?             Displays help

Circumstances in which to use the tool:

· When user cannot authenticate and you need to find out what’s going wrong.

· To calculate the billing information.

· For other diagnostic purposes, such as finding out the RADIUS attributes received/sent.

Examples…

IAS Format.

Iasparse –f:iaslog.log –c

The line logged into the file: 172.31.230.187,rajeshp,02/09/2000,23:18:00,IAS,RA

JESHP2,6,2,7,1,5,11,61,5,64,1,65,1,31,172.31.225.108,66,172.31.225.108,4108,172.

31.230.187,4116,9,4128,rajeshp3,4147,311,4148,MSRASV5.00,4129,RAJESHP2\rajeshp,4136,1,4142,0

 NAS_IP_Address      :
 172.31.230.187

 User_Name           : 

rajeshp

 Record_Date         : 

02/09/2000

 Record_Time         : 

23:18:00

 Service_Name        : 

IAS

 Computer_Name       : 
RAJESHP2

 Service-Type        : 

Framed

 Framed-Protocol     : 

PPP

 NAS-Port            : 

11

 NAS-Port-Type       : 

Virtual

 Tunnel-Type         : 

PPTP

 Tunnel-Medium-Type  : 
IP

 Calling-Station-Id  : 

172.31.225.108

 Tunnel-Client-Endpt : 
172.31.225.108

 Client-IP-Address   : 

172.31.230.187

 Client-Vendor       :

 CISCO

 Client-Friendly-Name: 
rajeshp3

 MS-RAS-Vendor       :
 Microsoft

 MS-RAS-Version      : 
MSRASV5.00

 SAM-Account-Name    : 
RAJESHP2\rajeshp

 Packet-Type         : 

Access-Request

 Reason-Code         :

 The operation completed successfully.

The line logged into the file: 172.31.230.187,rajeshp,02/09/2000,23:18:00,IAS,RA

JESHP2,4130,RAJESHP2\rajeshp,4129,RAJESHP2\rajeshp,4128,rajeshp3,4116,9,4108,172.31.230.187,4136,3,4142,16

 NAS_IP_Address      : 
172.31.230.187

 User_Name           : 

rajeshp

 Record_Date         : 

02/09/2000

 Record_Time         : 

23:18:00

 Service_Name        : 

IAS

 Computer_Name       : 
RAJESHP2

 Fully-Qualifed-User-Name: RAJESHP2\rajeshp

 SAM-Account-Name    : RAJESHP2\rajeshp

 Client-Friendly-Name: rajeshp3

 Client-Vendor       : CISCO

Client-IP-Address   : 172.31.230.187

 Packet-Type         : Access-Reject

 Reason-Code         : Authentication failure: unknown user name or bad password

ODBC Format.

Iasparse –c

The line logged into the file: "RAJESHP3","IAS",05/17/1999,15:31:11,4,"rajeshp"

,,"172.31.225.108",,"20.20.20.3",,"172.31.230.187",11,9,"172.31.230.187","rajes

p3",4294967295,5,,1,2,,,0,"311 1 172.31.230.187 05/17/1999 17:13:09 3",,1200,,,

,0,318,370,"14",1,0,13,13,,"37","0x00000001",,1,1,"172.31.225.108",,,,,,,,"MSRASV5.00",311,,,,

 Computer_Name       : 
"RAJESHP3"

 Service_Name        : 

"IAS"

 Record_Date         : 

05/17/1999

 Record_Time         : 

15:31:11

 Packet-Type         : 

Accounting-Request

 User-Name           :

 "rajeshp"

 Fully-Qualifed-User-Name:

 Called-Station-Id   :

 Calling-Station-Id  : 

"172.31.225.108"

 Callback-Number     :

 Framed-IP-Address   : 
"20.20.20.3"

 NAS-Identifier      :

 NAS-IP-Address      :

 "172.31.230.187"

 NAS-Port            : 

11

 Client-Vendor       : 

CISCO

 Client-IP-Address   :

 "172.31.230.187"

 Client-Friendly-Name: 
"rajeshp3"

 Port-Limit          : 

4294967295

 NAS-Port-Type       :

 Virtual

 Connect-Info        :

 Framed-Protocol     : 

PPP

 Service-Type        : 

Framed

 Authentication-Type : 
Unknown

 NP-Policy-Name      :

 Reason-Code         : 

The operation completed successfully.

 Class               : 

"311 1 172.31.230.187 05/17/1999 17:13:09 3"

 Session-Timeout     :

 Idle-Timeout        : 

1200

 Termination-Action  :

 EAP-Friendly-Name   :

 Acct-Status-Type    : Start

 Acct-Delay-Time     : 0

 Acct-Input-Octets   : 318

 Acct-Output-Octets  : 370

 Acct-Session-Id     : "14"

 Acct-Authentic      : Radius

 Acct-Session-Time   : 0

Acct-Input-Packets  : 13

Acct-Output-Packets : 13

Acct-Terminate-Cause: Unknown

Acct-Multi-Ssn-Id   : "37"

Acct-Link-Count     : "0x00000001"

Acct-Interim-Interval:

Tunnel-Type         : PPTP

Tunnel-Medium-Type  : IP

Tunnel-Client-Endpt : "172.31.225.108"

Tunnel-Server-Endpt :

Acct-Tunnel-Conn    :

Tunnel-Pvt-Group-ID :

Tunnel-Assignment-ID:

Tunnel-Preference   :

MS-Acct-Auth-Type   :

MS-Acct-EAP-Type    :

MS-RAS-Version      : "MSRASV5.00"

MS-RAS-Vendor       : Microsoft

MS-CHAP-Error       :

MS-CHAP-Domain      :

MS-MPPE-Encryption-Types:

MS-MPPE-Encryption-Policy:

Required Files:


The tool depends on the files %windir%\system32\ias\dnary.mdb and the file %windir%\system32\iassvcs.dll. So these two files must be present on the system.

